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1. Overall Description:

SA3 thanks RAN2 for its LS S3-20xxxx/R2-1916467 on NR V2X Security issue and PDCP SN size and making SA3 aware of the agreements and progress on PDCP SN size in RAN2.
SA3 would like to provide the following security related information that RAN2 may need:

· The 16-bit Key ID shall be carried in the PDCP header, along with any 32-bit MAC that is needed for integrity protection.

· For groupcast and broadcast, the Key ID shall be set to zeros in the header of the user plane PDCP packets and there shall be no MAC field.

· If the configuration is not to use any PDCP protection for one-to-one communication user plane bearers, then the UE shall set the Key ID to zeros in the header of the user plane PDCP packets and there shall be no MAC field.
· For the signalling messages that are not protected, the Key ID shall be set to zeros in the header of the PDCP packet and there shall be no MAC field.
· The lease significant 5 bits of LCID shall be used as input to the ciphering/integrity algorithms.
In the future, SA3 will inform RAN2 of the progress of its related work.
2. Actions:

To RAN2:
ACTION: 
SA3 kindly asks RAN2 to take the information above into account in their future work.
3. Date of Next TSG-SA WG3 Meetings:
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